//l“\ ‘\

& cosn
% g CHILD

Technology to respect
and promote child rights

in the age of COVID-19



COMPANY CASE MICROSOFT

Microsoft Corporation

Country (HQ): United States

Revenue (2020): 168 billion USD

Operations: 190 countries

As aglobal technology company, Microsoft is in a unique
position to support children’s access to education and
information while helping to ensure their safety online. The

company has done this in three main ways, elaborated on here: Employees: 181,000
Children’s rights challenges and technology p.3
Helping to keep children safe online p.4

LEARNING PASSPORT - staying in

school whether online, offline or on the move p.6

Understanding the issues - engaging
directly with children as stakeholders p.8
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168 million

children atfected by
school closures.

Children’s rights

challenges and technology

According to a recent UNICEF report!, children
are at risk of being among the pandemic’s
biggest victims, as children’s lives are being
changed in profound ways. All children, of all
ages, and in all countries, are being affected by
the socio-economic impacts and, in some cases,
by mitigation measures that may inadvertently
do them more harm than good. For example,
the exacerbation of the learning crisis due to
the prolonged school closures impacting more
than 168 million children globally continues to

challenge children's access to education. At
the same time, the increase in the use of online
platforms due to involuntary social isolation has
resulted in an unprecedented risk of children
facing exploitation and abuse in both the online
world as well as offline.

T "COVID-19 and Children - a UNICEF Data Hub" https://data.unicef.org/covid-19-and-children/
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‘ ‘ [..] we have a respon-

sibility to create software,

devices and services that
have safety features built
in from the outset.

Helping to keep
children safe online

According to the United Nations, the global
reliance on online platforms during the pandemic
has increased children’s risk of exposure to
inappropriate content and online predators.?

Multi-stakeholder approach

Online child exploitation is a serious crime that
requires action by a range of different actors
in society, not least business, and Microsoft
has a long-standing commitment to child
online protection. Chief Digital Safety Officer
Courtney Gregoire describes the company’s
approach in the following way:

" First and foremost, as a technology company, we have a
responsibility to create software, devices and services that
have safety features built in from the outset. We leverage
technology across our services to detect, disrupt and report
illegal content, including child sexual exploitation. And we
innovate and invest in tools, technology and partnerships
to support the global fight needed to address online child
sexual exploitation. At Microsoft, we embrace a multi-
stakeholder model to combat online child exploitation that
includes survivors and their advocates, government, tech
companies and civil society working together. !

2 "The Impact of COVID-19 on Children - A Policy Brief" by the UN Sustainable Development Group:
https://unsdg.un.org/sites/default/files/2020-04/160420_Covid_Children_Policy_Brief.pdf
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One of the ways in which the company utilises
this multi-stakeholder approach for technical
innovation is by hosting what they call “360
hackathons”. Recognising the need for a
multifaceted approach, the hackathons focus not
just on technology and engineering but also on
legal and policy aspects as well as operations
and policy implementation.

Innovating with others

A recent example of technical innovation
initially created through a “360 hackathon”
is the creation of a grooming detection tool
by which online predators attempting to lure

children for sexual purposes can be detected,
addressed and reported. This tool builds off
Microsoft patented technology, and it is applied
to historical text-based chat conversations.>
The technique is freely available via Thorn,

a technology non-profit, to qualified online
service companies that offer a chat function.
Companies and services wanting to test and
adopt this technique can contact Thorn directly
at antigrooming@thorn.org.

Aligned with their overall approach,
Microsoft believes that combatting online child
exploitation should and must be a universal call
to action. Recognising that, while this kind of

technological advancement is a step forward,
itis by no means a panacea, the company has
made this tool available already early on in the
development process, inviting other companies
and organisations with the same objective

(to combat grooming/sexual exploitation) to
contribute to the further development and
refinement of the tool.

‘ ‘ Microsoft believes that combatting

online child exploitation should and

must be a universal call to action.

3 https://blogs.microsoft.com/on-the-issues/2020/01/09/artemis-online-grooming-detection/
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The Learning Passport is a collaboration
between UNICEF, Microsoft and
partners to address the challenges faced
by millions of children and youth to access
quality education due to disruptions
caused by crises and displacement.

LEARNING PASSPORT

Staying in school whether online, offline
or on the move

The Learning Passport is a collaboration
between UNICEF, Microsoft and partners to
address the challenges faced by millions of
children and youth to access quality education
due to disruptions caused by crises and

displacement. Following the global school
closures resulting from the COVID-19
pandemic, the Learning Passport underwent
rapid expansion to enable countries with a
curriculum capable of being taught online to
facilitate online |earmng for children, youth, and
teachers with devices at home.
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The Learning Passport consists of two distinct
elements:

1. Itis an Online, Mobile, and Offline
PLATFORM, which is powered by
Microsoft, and which is highly flexible and
adaptable, allowing countries to easily adopt
the Learning Passport as their national
learning management system or to use
it to complement existing digital learning
platforms.

2.1t is an EDUCATION MODEL for early
childhood education, primary and secondary
education, adolescent skills, and technical
and vocational education, tailored to the
needs of children and youth who are either
out of school, or in need of support to
ensure the education they are receiving is of
sufficient quality.

‘ ‘ [...] the Learning Passport allows

learning on the move, both online
and offline, creating a unique

At the intersection of these two elements is a
personalized record of an individual's learning
history that can be taken across physical and
digital borders subject to context. This way,

the Learning Passport allows learning on the
move, both online and offline, creating a unique
opportunity for children and youth to continue
their studies and gain the skills they need to
thrive, regardless of their physical location or
where they are on their education journey.

To date, the Learning Passport has been
launched in 19 countries, including Bangladesh,
Egypt, Honduras, Jordan, Kosovo, Laos,
Puntland, Somalia, Ukraine and Zimbabwe,
reaching more than 2 million students.
Additionally, more than 25 countries are in the
process of deploying the solution.*

2 million

students are using Learning Passport

opportunity for children and youth

to continue their studies [...]

countries have launched
the Learning Passport

4 https://www.learningpassport.org/
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Understanding the issues

Engaging directly with children
as stakeholders
The Microsoft Council for Digital Good is an

engagement program for U.S. teens focused on
understanding, recognizing, and reducing digital

risks and promoting safer, healthier and more
respectful online interactions. Microsott is also
running a version of the program for European
teens, called the Council for Digital Good
Europe.

Jacqueline Beauchere, Microsoft's Global
Digital Safety Advocate, describes the Council
mission:

" Our objective for this council is

to help young people understand
and fully appreciate safer online
engagement and potential harms.
Like all things, the internet is not
without risk, but when embraced to
its fullest - and with eyes wide open
- it offers almost limitless possibilities
to learn, play, grow and interact with
others near and far. In turn, we hope
to hear from council members about
their digital struggles and triumphs
over the last year, what might make
the online space healthier and more
enjoyable, and how Microsoft can
help to shape that future. "'

Council for Digital Good

The recent|y appointed 2021 Council for Digita|
Good is made up of 13 teenagers based in

the US,, several of whom pointed out during
the initial selection process that they “hope

the council program will offer some much-
needed perspective about the role technology
should play in their own lives and in the lives

of their peers, particu|ar|y after more than a
year of lockdown due to the Covid-19 global

pandemic.”®

5 https://blogs.microsoft.com/on-the-issues/2021/04/20/2021-council-for-digital-good-online-safety/
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About this case

Part of the Global Child Forum
Corporate Sector and Children'’s Rights Benchmark

This case is based on publicly available information and interviews with
representatives at Microsoft. It was written for Global Child Forum by

Laura Okkonen, Sirius BHR Advisory.

Disclaimer: Global Child Forum has not verified and cannot ensure that
statements made by the company are accurate.

Photo disclaimer and credits: Photographs used herein are for illustrative
purposes only and do not necessarily represent initiatives discussed in
the report nor imply any particular attitudes, behaviours or actions on
the part of those who appear in the photographs.

All photos, unless otherwise noted, are credited to Microsoft, which
holds the exclusive copyright to all photos in this publication.

Publication date: March 2022

Design: This Way Up

Copyright: Global Child Forum

To quote this report, please use the following reference: Global Child

Forum, 2022, “Technology to respect and promote child rights in the
age of COVID-19”, Stockholm.

GLOBAL CHILD FORUM

Founded in 2009 by the Swedish Royal Family, Global Child Forum

is a leading forum for children’s rights and business dedicated to
innovative thinking, knowledge-sharing and networking. We believe in
the power and responsibility of business, working in partnership with

all parts of society, to create a prosperous, sustainable and just society
for the world's children. In addition to our forums, Global Child Forum
delivers research perspectives, best practices and risk assessment tools
designed to unlock opportunities for business to integrate children’s
rights into their operations and communities.

Global Child Forum
Storkyrkobrinken 2
S-11128 Stockholm
info@globalchildforum.org
www.globalchildforum.org



